MICROSOFT AUTHENTICATOR

Why do | need the Authenticator app

If an employee wants to access Office 365 systems (Word, Excel, Teams, Outlook,
OneDrive, etc.) on their phone, they need to download the Intune Company Portal app.

If an employee wants to access Office 365 systems (Word, Excel, Teams, Outlook,
OneDrive, etc.) outside the hospital's network (where the employee is connected to LSH
internet), they need to authenticate on their phone. This is done using an app called
Microsoft Authenticator.

How do | download the Authenticator app?

Iphone
Go to the App Store and search for Microsoft Authenticator. Click Get and then Open.
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1. Next, you need to set up the app and sign in with your Landspitali username and

password.
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Microsoft respects
your privacy

We collect required diagnostic data to keep
the app secure and updated. This does not
include any personal data.

Microsoft Privacy Statement
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Help us improve
Microsoft Authenticator

By allowing us to collect additional non-
personal data, you can help us improve the
app.

You can turn this on or off at any time in the
Settings page

Help improve the app by sharing
your app usage data

Microsoft Privacy Statement

Then the screen should look like this:
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2. Now you nheed to activate the access on your computer. Open a browser on your
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Secure Your Digital Life

m Sign in with Microsoft

When you are signed in with Microsoft, all stored
passwords, addresses, and other autofill info will be
available on this device.

Add work or school account ]
[ Eg Scan a N ]

Restore from backup \
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computer and open the site myprofile.microsoft.com.
3. Signin to your account with your Landspitali username and password.

4. Click on Security info on the left in the menu.
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5. Click on + Add sign-in method.

My Sign-Ins ~

A Overview Security info

These are the methods you use to sign into your account or reset your password.
S Security info

+ Add sign-in method

£ Devices
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@, Password
£ Organizations Lost device? Sign out everywhere

8 Settings & Privacy

) Recent activity

6. Select Microsoft Authenticator and then click Next.

Add a sign-in method X

2\ Microsoft Authenticator . .
& Approve sign-in requests or use one-time codes Microsoft Authenticator

Start by getting the app
Hardware token . .
@ Sign in with a code from 2 harcware token On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app
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7. Click Next again and the Scan the QR code window will appear. Don "t scan just

yet

Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the OR code, choose "Next”

Microsoft Authenticator X
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Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.
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8. Now you need to open the Authenticator app on your phone. Click Allow when
the app asks for permission to send notifications.

9. Clickthe plus sign (+) in the top right corner, select Work or school account and
then Scan QR code.

Microsoft Entra ID WHAT KIND OF ACCOUNT ARE YOU ADDING? WHAT KIND OF ACCOUNT ARE YOU ADDING?
aeb-agusta@landspitali.is

=. Personal account == Personal account
=. Work or school account == Work or school account >
Other (Google, Facebook, etc. Other (Google, Facebaok, etc.)

Add work or school account

Already have a backup? Slgn n
Restore your account.

Scan QR code

[0 When voii are sianad in with valie bersonal acenint all

Begin recovery
() When you are signed in with your personal account, all

R e stored passwords, addresses, and other autofill info
N pe] ® im , Cancel
5 ) will be available on this device.
Authenticator Passwards Addresses Verified IDs

10. Use your phone to scan the QR code on the computer screen. Your account will
automatically be added to the app on your phone (you might need to select
Allow when Authenticator requests access to the camera).

11. After scanning the QR code, click Next on the computer screen. A number will
appear on the computer screen. You need to enter this numberin the app on
your phone.
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Let's try it out
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Approve the notification we're sending to your app by entering the number shown below.
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12. Awindow should now appear on the computer that says Notification approved.
Click Next.

Microsoft Authenticator X

Notification approved
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13. Now your phone should look like this:
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14. Now your computer screen should look like this:

My Sign-Ins

2 Overview Security info

These are the methods you use to sign into your account o reset your password.
5 Security info

+ Add sign-in method
2 Devices

€4 Password

& Microsoft Authenticator

£ Organizations Push multi-factor authentication (MFA) Delete

£ Settings & Privacy Lost device? Sign out everywhere

0 Recent activity






