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Why Do | Need Intune Company Portal?

If an employee wants to access Office 365 systems (Word, Excel, Teams, Outlook, OneDrive,
etc.) on their phone, they need to download the Intune Company Portal app. This ensures
that only authorized and secure devices have access to sensitive company data such as
email and Teams.

The app protects against unauthorized access and unsecured devices that could impact
data security -- the data is encrypted, which means it remains safe even if the device is lost
or stolen.

NOTE! If an employee wants to access Office 365 systems outside the hospital's network (where the employee
is connected to LSH internet), they must authenticate on their phone. This is done using an app called Microsoft
Authenticator (instructions in another document).

More About Company Portal Security Settings

To comply with security policies, devices must meet certain requirements, such as having a
PIN, fingerprint, or facial recognition, to ensure that no unauthorized person can access
Landspitali's data.

Company Portal allows Landspitali to verify that the device is compliant with security
policies, whether itis encrypted and meets all security requirements.

If the device is lost or stolen, company data can be removed from the device without
touching personal data.

What Can Landspitali See and Not See?
It Can See:

¢ Device information, such as its type, operating system version, and whether it
complies with security policies

e Company apps like Outlook and Teams to ensure they are secure and updated. If not,
it can see what requirements need to be met to make the device compatible

It CANNOT See:
e Personal data such as email, photos, videos, or files stored on the device
¢ Personal apps like social media or messaging apps

¢ Browser history, calls, text messages, or phone usage



How Do | Install Intune Company Portal?

iPhone

NOTE! If the phone is connected to Microsoft apps like Teams, Outlook, or OneDrive
when this registration takes place, those apps need to be deleted (press and hold the
app icon on the phone until a pop-up window appears - then you can select Remove App

and then Delete App in the next step).
After downloading Company Portal you can retrieve these apps easily and quickly.

1. Openthe App Store and search for Intune Company Portal. It should be one of the
top apps that appear.
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2. Clickthe Get button on the right side of the app name, then Open and Sign in. Log in
with your Landspitali username and password.
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Microsoft Intune

BE Microsoft
Sign in

Email or phone

Can't access your account?

Company Portal
Get access to company resources and keep
them secure.

‘ Gh Sign-in options ‘

Microsoft privacy & cookies

Terms of use  Privacy

3. Ascreentitled More information required will appear. Click Next.

4. A screen will appear recommending that you download the Microsoft Authenticator

app. Here, click | want to set up a different method and then select Phone in the
window that appears.



Cancel

Health ?

Keep your account secure

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft
Authenticator app. Download now

After you install the Microsoft Authenticator
2pp an your device, choose “Next".

| want to use a different authenticator app

Next

| want to set up a different method

Cancel

Health 2

Keep your accou nt secure

Authenticator app
Set up your account

In your app, add a new account.

Back Next

Lwant to set up a different method

Cancel

Choose a different
method

& Microsoft Authenticator

(&) Aperove signein requests or use

ane time codes

Hardware token
Sign in with a code from a
hardware taken

Phone
Get acall or test to sign in with
acode

5. Inthe next step, select Iceland in the top text field (using the dropdown), enter your
phone number in the bottom field, and click Next. A numeric code will be sentto you
via SMS. In the next step, you'll need to enter this code.

Cancel Cancel Cancel

Health ?

Keep your account secure

Phone

You can prave who you are by receiving a code
on your phone.

What phone number would you like to use?

United States (+1) b |

Enter phone number .\.

(®) Receive a code

Message and data rates may apply. Choosing
Next means that you agree to the Terms of
service and Privacy and cackies statement.

Lwant to set up a different method

6. A screen should now appear with the message Verification complete. Your phone

Keep your account secure

Phone

You can prove who you are by receiving a code
on your phone.

What phone number would you like to use?

‘ Iceland (+354) hé ‘
Enter phone number ¢

@ Receive a code

Message and data rates may apply. Choosing
Next means that you agree to the Terms of
service and Privacy and cookies statement

Lwant to set up a different method

has been registered. Click Next and then Done.

Keep your account secure

Phone

We just sent a 6 digit code to +354 6949.09@
Enter the code below.

Enter code

Resend cod

L want to set up a different method




Cancel Cancel

Keep your account secure Keep your account secure

Phone

°veriﬁcatnon complete, Your phone has been

registered

Success!

Great job! You have successfully set up your
security info. Choase "Done” to continue
signing in

Default sign-in method:

Phone
+354 6042440

7. Finally, a screen will appear with a message about potentially receiving important
notifications on your phone. Click Ok and Allow.
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gy ANDSPITALI Close {} LANDSPITALI Close

Get notified so you don't
lose access

L 3

We'll send important notifications to your
device when action is needed so you can keep
accessing work resources.

Yor
“Comp Portal” Would Like to
Send You Notifications
Notifications may include alerts,

sounds and icon badges. These can be
configured in Settings.

Don't Allow Allow

Get notified so you don't
lose access

L)

We'll send important notifications to your
device when action is needed so you can keep
accessing work resources.

You can turn this off later in app settings.

NOTE! This setting can be changed later in Settings



8. Next, the Set up Landspitali access screen will appear. Click Begin. On the next

screen, you can see what Landspitali can and cannot see on your device. Click

Continue.

{ } LANDSPITALI

Set up Landspitali access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

(@ Review privacy information

(13 Download management profile
é Install management profile

(lj Checking device settings

Learn more

Postpone

Device management and
your privacy

Here is what Landspitali can and cannot see or
do on your device. Data collected will only be
used to ensure your device is compliant with
policies to protect Landspitali data.

Can't Can

O

« View browsing history on this device

« See your personal emails, documents, contacts, or
calendar

+ Access your passwords

+ View, edit or delete your photes

- See the location of a personal device

Learn more

{} LANDSPITALI

Set up Landspitali access
Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

Ci) Download management profile

C!@ Install management profile

(@ Checking device settings

Learn more

Postpone

9. You have now completed the first of four steps in this section. Click Continue. Then

a screen will appear, and you click Allow. You are now finished with two of four steps.

Click Continue.
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Set up Landspitali access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile
C!) Install management profile

. L . é Checking device settings

This website is trying to download a

configuration profile. Do you want to
allow this? Learn more

Ignore  Allow

Postpone

10. Next, a screen will appear describing how to go to Settings to retrieve the
Management Profile. Within Settings, go to General and then VPN & Device
Management. There, select Management Profile and click Install.

r- =
< Back Cancel Install Profile Install

How toinstall

management profile
@ Management Profile
1. Go to the Settings app

Select Profile Downloaded. Signed by 10SProfileSigning. manage. microsoft.com

. . Description Install this profile to get access ta your
If you don't see that option: company apps
a. Select @ General. Contains Device Enralment Challenge

b. Select VPN & Device Management.
More Details
2. Select Install

Follow the on-screen instructions to complete the
installation. )
Remove Downloaded Profile

3. 0pen the Company Portal app again

Learn more



11.You will then receive the Enter your passcode notification on the screen. Enter the

passcode you use to open your phone. Click Install and then Install again.
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Enter Passcode Cancel Installing Profile

@ Management Profile

Signed by  10SProfileSigning.manage.microsoft.com

Description  Install this profile to get access to your
Enter your passcode company apps

O 00O O0O0

Contains Device Enrolment Challenge

More Details

Remove Downloaded Profile

Install

Cancel

Cancel Warning Install

ROOT CERTIFICATE

Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to the
list of trusted certificates on your iPhone.

MOBILE DEVICE MANAGEMEN

Installing this profile will allow the
administrator at “https://
i.manage.microsoft.comyf
DeviceGatewayProxyfioshandler.ashx” to
remotely manage your iPhone.

The administrator may collect personal data,
addfremove accounts and restrictions,
install, manage and list apps, and remotely
erase data on your iPhone.,

12.Now click Trust and then Done, which will return you to the VPN & Device
Management screen (within Settings). Then reopen the Company Portal app.



Cancel Warning Install

ROOT CERTIFICATE

Installing the certificate "Microsoft Intune
Root Certification Authority” will add it to the
list of trusted certificates on your iPhone.

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the

admi~ ~

I.mar Remote Management

Devii Do you trust this profile’s source to )

remc enrol your iPhone into remote
management?

The fata,

addfl Cancel Trust

install, manaye anu st apps, anu remotely
erase data on your iPhone.

13.You have now completed three of four steps. Click Continue. Now you need to wait
while the device reviews settings. After that, you will have completed all four steps

and click Done.

{ } LANDSPITALI

Set up Landspitali access
Set up your device to access your email,
devices, Wi-Fi, and apps for work.
@ Review privacy information

|
@ Download management profile

|

@ Install management profile
|

@ Checking device settings

Learn more

Profile Installed Done

Management Profile
Health

Signed by 105ProfileSigning. manage. microsoft.com

Description  Install this profile to get access to your
company apps

Contains Mabile Device Management

SCEP Device Identity Certificate
2 Certificates

More Details

Checking device settings

Please stay on this screen while we prepare to

check your device.

< Back VPN & Device Management
. VPN Not Connected

MOBILE DEVICE MANAGEMENT

Management Profile
Health

: } LANDSPITALI

You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

é Download management profile

é Install management profile

|
@ Checking device settings

Learn more



14. Now you can retrieve the Microsoft apps you want on your phone. Select the app you

want to download and click Install --

then Install

again.

If you want to retrieve other Microsoft apps later on, you open the Company Portal

app and get them there.

< Apps

Microsoft Outlook

Microsoft Corporation

a ]

{} LANDSPITALI @

Apps

Featured apps View all

H & 4

Outlook lets you bring all your email accounts
and calendars in one convenient spot. Whether
it's staying on top of your inbox or scheduling
the next big thing, we make it easy to be your...

< Apps

Microsoft Outlook

Microsoft Corporation

@ Pending install. Go to home screen to
check progress.

App Installation
Health is about to install and manage

Show more...
Microsoft Excel Microsoft Microsof
OneDrive OneNote
. Date published 7 Feb 2020
Recently published View all apps
Device management
Yes

Microsoft Power BI
Microsoft Corporation

Landspitali
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Edda
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Apps Devices Support  Notifications

More
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Show Cancel Install
Date published 7 Feb 2020
Device management
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required
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